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Introduction

NoMachine NX is a Terminal Server and remote access solution based
on a comprising set of enterprise class open source technologies. NX
makes it possible to run any graphical application on any operating
system across any network connection at incredible speed.

FreeNX application/thin-client server is based on NoMachine’s NX
technology. It can operate remote X11 sessions over 56k modem
dialup links or anything better. FreeNX package contains a free (GPL)
implementation of the nxserver component. The following workshop
describes the FreeNX installation on a Linux Fedora Core 3 server.

In the workshop setup the NX server is running behind a firewall. You
can access it from outside your environment (i.e. the Internet) via an
analog or ISDN MODEM or from inside you LAN.

NOTE: Please make sure to configure your firewall correctly to allow
SSH connections (Port 22) from both sides.
You also need to allow inbound traffic TCP to port 5000.

The workshop setup could look like this:
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Step 1: Install Suse 10.0 with FreeNX support

Please download Suse 10.0 here:

http://mirrors.kernel.org/ (California, San Francisco)
ftp://mirror.colorado.edu/ (Colorado, Boulder)
ftp://fftp.cise.ufl.edu/ (Florida, Gainesville)
ftp://ftp.belnet.be/ (Brussels)
ftp://sunsite.informatik.rwth-aachen.de/ (Aachen)
ftp://ftp.uni-kassel.de/ (Kassel)

ftp://klid.dk/ (Kopenhagen)

Install the default version and follow the instruction. Prepare the
network settings like explained in the documentation.

If you have problems, please find here a detailed description about the
steps to be taken to setup a SUSE 9.3 based server:



http://www.howtoforge.com/perfect_setup_suse_9.3

To install FreeNX use SUSE Control Center (YAST2)- Software —
Installation and search for the following packages:

FreeNX (Version 0.4.4-4)

knx (0.1-15)
| | FPaket | Zusammenfassung | Grike | “Verflghb. Ver.
@ Freemx FreeMx-Anwendung und ThinClient-Server 192.8kE 0444

MX-Client 3202 kB
E libimnxcert Immunix Library to provide Immunix 10 handlers B7.8kE 1.2-5_imnx_suse
|:| Iynx Textbasierter Web-Browser 46ME 2.85-35
E N Proxy-System fur X11 67 ME 1.5017
|:| nxml-mode Meue Emacs-Erweiterung zum Bearbeiten von XML-Dokumenten  1.8ME 20041 004-6
|:| nxtvepg Mextview EPG decoder and browser 16ME 2.7.52
|:| phalanx Ein Schachprogramm 631.8kE 22-513
|:| pinfo Info-Browser im Lynx-stil 197 3 kB 0.6.85

Freenx requires the “expect” and “tcl” packages and YAST2 will
automatically ask you to install them:

Automatische Anderungen

@ Zusatzlich zu Threr manuellen Auswahl wurden folgende Pakete geandert, um Abh3
aufzuldsen:

| Paket |Zusammenfassung | Grilke |Ven‘[]gb. Ver,

;@ expect Ein Tool zur Automatisierung interaktiver Programme 897 9 kE 543.03
b el Die Tel-Skriptsprache 3IZME 84112




Step 2: Get SSH running on the server

80% of the authorization problems are ssh related. So please make
sure that you are able to login to the server using a valid username. |
recommend sing PuttY to connect to the ssh server. Download it here:

http://www.chiark.greenend.org.uk/—sgtatham/putty/download.html

If you have problems accessing the ssh server, make sure that the
sever is really running and configured properly

Start the server as root:

/etc/init._d/sshd start

Check the configuration editing the following file:
/etc/ssh/sshd_config

Enable the HostKey files like this.

#t HostKey for protocol version 1
#iHo=tKey ~etcrszsh-sssh_host_key
# HostReys for protocol version 2

HostKey ~etcr-sshs/ssh_hosti_rsa_key
HostKey etcr/sshrsssh_host_d=sa_key

Additionally make sure to add the client machines to the server’s
/etc/hosts file.



Step 3 — Prepare first run and check file permissions

First of all you need to setup nx for your needs. It should normally
work for the most distributions like this:

nxsetup --install --setup-nomachine-key --clean --purge

Additionally we need to check permissions on
/var/lib/nxserver/home/.ssh/authorized_keys2

Permissions need to be 640, otherwise you won't be able to connect
and you'll receive error messages in /var/log/messages.

chmod 640 /var/lib/nxserver/home/.ssh/authorized_keys2

Now we'll need to copy the secure key that was generated onto the
client machines so that your NX client can use it. The key on the
server is located in:
/var/lib/nxserver/home/.ssh/client.id_dsa.key

If you are using Linux on your client machines you will need to copy it
to "/usr/NX/share/client.id_dsa.key" and chmod 644 it.

If you are using Windows on your client machines you will need to
copy it to "C:\Program Files\NX client for Windows\share\" on
your client machine. I’'m using WIinSCP to get this done. Just connet to
the server as root and and drag and drop the file client.id_dsa.key
from right to left.

"1 root@192.168.2.111 - WinSCP.

Local Mark Commands Session Option: Bemote Help
=k Rl AN IR === 1y ]
wCloel|| -~ |BEAE & S EE I
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= Parent directany 16.04.2005 14:5 @ 15042005 1457  naeeems r
D) icons D ateiordner 15.04.2005 145 |@]serverid_dsapub.key B16 15.04.2005 1457  pa-—r r
..j images Dateiordner 16.04.2005 14:5 _@ known_hosts 220 150420051457 na-r-r-- r
@ | client.id_dsa.key EE%  Registierungsda.. 17.03.2003 154 |@ felientid_dsakey GBS 15.04.2005 1457  pa-eees r
E keyboards 1.814 Datei 13102004 14:4 j authorized_keys2 B16 10.04.20051457  nw-r--- r
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Step 4 — Run freenx and use Linux or Windows clients to
connect to your server

Please make sure that sshd is running:

/etc/init.d/sshd status
/etc/init.d/sshd start
/etc/init.d/sshd stop
/etc/init.d/sshd restart

After the rpm package installation, freenx is already running. Start,
stop and restart the service using the following commands:

nxserver --start: Starts the nx server

nxserver --stop: Stops the nx server

nxserver --status: Shows status of nx server

nxserver --restart: Restarts the nx server and terminate all running sessions
nxserver --help: Shows all options

Linux NX Client:
Please download it from here and install it on your Linux client:
http://www.nomachine.com/download client_linux.php

or use the kNX client we have installed in step 1.

& Login —Ji )
kNX client 'I(!S
Login: [ ]
Password: [ ]
Connection: [-:New Connection=> |v]

[ Connection Settings ]

KDE - Desktop For The Enterprise

Windows NX client:

Download the NoMachine NX client for Windows here and install it on
your Windows box:

http://www.nomachine.com/download fil2.php?Prod 1d=16




NOMACHINE

General ]Advanced ] Services ] Environrment ]

NOMACHINE

—Server— Login |user'|
Host [192.168.2100 Fort |22 Password [
v Remember my password
Session ]SWDZ ﬂ
—Desktop- -
| Uris | JkDE | Setlings.. Canfigure... I Login | Close ‘
: : : . /
MODEM ISDN ADSL WM Lan
—Dizplay -
Available Area =] wleoo H H[ei0 FH
i+ Use default image encoding
" Use custom settings tdodify. ..

Delete Save ] Ok | LCancel ]

At this point we should have everything on our FreeNX server setup
and ready to test. It is now time to try connecting to your new FreeNX
server. Please keep in mind that the username you are using to login

to your Freenx server, is an accessible user created on the server.
Good luck!



